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Abstract

Industrial Big Data (IBD) and Artificial Intelligence (AI) are propelling the new era of manufacturing – smart manufacturing. Manufacturing
companies can competitively position themselves amongst the most advanced and influential companies by successfully implementing Quality
4.0 practices. Despite the global impact of COVID-19 and the low deployment success rate, industrialization of the AI mega-trend has dominated
the business landscape in 2020. Although these technologies have the potential to advance quality standards, it is not a trivial task. A significant
portion of quality leaders do not yet have a clear deployment strategy and universally cite difficulty in harnessing such technologies. The lack
of people power is one of the biggest challenges. From a career development standpoint, the higher-educated employees (such as engineers)
are the most exposed to, and thus affected by, these new technologies. 79% of young professionals have reported receiving training outside of
formal schooling to acquire the necessary skills for Industry 4.0. Strategically investing in training is thus important for manufacturing companies
to generate value from IBD and AI. Following the path traced by Six Sigma, this article presents a certification curricula for Green, Black, and
Master Black Belts. The proposed curriculum combines six areas of knowledge: statistics, quality, manufacturing, programming, learning, and
optimization. These areas, along with an ad hoc 7-step problem solving strategy, must be mastered to obtain a certification. Certified professionals
will be well positioned to deploy Quality 4.0 technologies and strategies. They will have the capacity to identify engineering intractable problems
that can be formulated as machine learning problems and successfully solve them. These certifications are an efficient and effective way for
professionals to advance in their career and thrive in Industry 4.0.
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1. Introduction

To successfully deploy Quality 4.0 practices and technolo-
gies on manufacturing systems, engineers, managers, and direc-
tors must be trained on the basic principles of Artificial Intelli-
gence (AI). Modern technologies, such as Industrial Big Data
(IBD) and AI, are propelling a new era of manufacturing –smart
manufacturing– within the context of the fourth industrial rev-
olution (Industry 4.0). According to Forbes, the lack of people
power is one of the biggest challenges facing these technologies
in business [42]. Brookings estimates that the higher-educated,
higher-paid workers such as engineers will be most exposed to,
and therefore affected by, these new technologies. Other em-
ployees, such as those in either the lower-payed roles or those
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in senior executive positions will be somewhat unaffected [45].
According to Deloitte [3], 79% of young professionals have re-
ported receiving training outside of formal schooling to acquire
the necessary skills for Industry 4.0. In this context, this pa-
per presents a Quality 4.0 initiative and a certification program
for quality/manufacturing engineers, managers, and directors.
Certified professionals in this initiative will have the tools and
skillset required to take the lead in deploying Quality 4.0 prac-
tices and technologies.

“Quality 4.0 is the fourth wave in the quality
movement (1.Statistical Quality Control, 2.Total
Quality Management, 3.Six Sigma, 4.Quality 4.0).
This quality philosophy is built on the statisti-
cal and managerial foundations of the previous
philosophies. It leverages industrial big data and
artificial intelligence to solve an entirely new range
of intractable engineering problems. Quality 4.0
is founded on a new paradigm based on empiri-
cal learning, empirical knowledge discovery, and2351-9789© 2019 The Authors. Published by Elsevier B.V.
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real-time data generation, collection, and analysis
to enable smart decisions [24].”

Despite the global impact of COVID-19 and the low de-
ployment success rate (13%-20% [52, 58]), industrialization
of the AI mega-trend has dominated the business landscape in
2020 [32, 46]. According to Quality Digest, a significant por-
tion of quality leaders do not yet have a clear deployment strat-
egy [15], and universally cite difficulty in harnessing these tech-
nologies [49]. To prepare tomorrow’s workforce for Industry
4.0, strategically investing in training approaches is crucial for
manufacturing companies to generate value from AI and IBD
technologies [3]. According to Montgomery [44]:

“quality professionals are going to have to mas-
ter some of the skills of computer science, such as
understanding the structure of large databases, ba-
sic data mining techniques, image processing, and
data visualization techniques.”

Certification is a formal process for recognizing a person that
has achieved competency (experience, theory, knowledge, edu-
cation) in a specific area [35]. Certification organizations are
formed by knowledgeable, experienced, and skilled profession-
als with the capacity to both identify the required competen-
cies and develop the curriculum to achieve them. Certified Sys-
tems Engineering Professional (CSEP), Six Sigma Black Belt
(SSBB), and Professional Engineers (PE) are good examples
of certifications. These certifications are issued by the Interna-
tional Council on Systems Engineering (INCOSE), American
Society of Quality (ASQ) and National Society of Professional
Engineers (NSPE), respectively.

Competences acquired during the certification process set
certified engineers apart from others. Usually, unique skills gen-
erate responsibilities that come with more authority and greater
earning potential. According to the American Society of Me-
chanical Engineers (ASME), mechanical engineers with a PE
license have a 15% greater median income than unlicensed
engineers [39]. On the other hand, in the quality domain, Six
Sigma certified engineers are expected to lead a change within
an organization and play a strong leadership role. Their salary is
often directly related to their belt color [31]. Black Belts, on av-
erage, earn significantly more money (34%) than Green Belts;
whereas Master Black Belts earn significantly more (30%) than
Black Belts [5, 34, 53]. Certifications are an efficient and effec-
tive way to advance to new professional levels.

Six Sigma is a quality philosophy founded on statistics and
DMAIC (Define, Measure, Analyze, Improve, Control), a 5-step
problem solving strategy. Six Sigma is globally applied across
the manufacturing industry, because it delivers measurable, tan-
gible economical benefits with a customer focus. Following
the same convention of the Japanese sport, Karate, belt colors
(Green, Black, Master Black Belts) are used to recognize profi-
ciency in this philosophy. Today, whereas the Six Sigma philos-
ophy is still necessary, Quality 4.0 is the next natural step in the
evolution of quality.

The factory of the future is driven by manufacturing sys-
tems that exhibit fast increasing complexity, hyper-dimensional

feature spaces, as well as non-Gaussian, pseudo-chaotic behav-
ior, which counteracts orthodox statistical methods, but opens
a whole new avenue of opportunities for AI. In this context,
the manufacturing industry is in the initial stages of adopting
Quality 4.0. Therefore, certified professionals in this area will
be agents of change and may position themselves in leadership
positions.

Process Monitoring for Quality (PMQ)–the Quality 4.0
initiative–is an IBD- and AI-driven quality philosophy that uses
process-data for real-time defect detection, where defect de-
tection is formulated as a binary classification problem. It is
a blend of process monitoring and quality control. Empirical
knowledge discovery aimed at process redesign and trouble-
shooting augmentation are at the core of this philosophy. PMQ
proposes a 7-step problem solving strategy to identify and
solve high value engineering intractable problems; IADLPRR–
Identify, Acsensorize, Discover, Learn, Predict, Redesign, Re-
learn.

This paper anthologizes several publications [1, 19, 22–
24, 27] of the authors and their experience studying complex
problems–as part of the Manufacturing Systems Research Lab
of General Motors–to propose the certification curricula and re-
quirements for Green, Black, and Master Black Belts in Quality
4.0. As described in Fig. 1, the curriculum combines six areas
of knowledge–statistics, quality, manufacturing, programming,
learning, optimization–and the PMQ 7-step problem solving
strategy that must be mastered to obtain a certification.

Quality 4.0 Statistics

IADLPRR

Quality

Manufacturing

Learning

Optimization

Programming

Fig. 1: Areas of knowledge of Quality 4.0.

The rest of the paper is organized as follows. A review of
Six Sigma is presented in Section 2. A brief description of PMQ
and its applications are presented in Section 3. An overview of
the problem solving strategy proposed by PMQ is presented in
Section 4. The requirements and competences for the Green,
Black and Master Black Belt certifications in Quality 4.0 are
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described in Section 5. Finally, conclusions and future research
are contained in Section 6.

2. Six Sigma

In this section, the Six Sigma certification program context
and basic background is presented. Six Sigma was developed
in the 80s by Motorola, one of the world’s leading manufactur-
ers of electronics, and it became part of the company’s DNA.
In 1988, Motorola won the first Malcolm Baldrige National
Quality Award. The Motorola University offered Six Sigma cer-
tifications to engineers around the globe. Soon after, General
Electric (GE) adopted Six Sigma from Motorola in 1995, and
under Welch, it became corporate doctrine. The company in-
vested more than one billion USD to train thousands of em-
ployees, and the system was adopted by every GE business unit.
In early 2000, GE surpassed Microsoft to become the world’s
most valuable company [59].

Today, Six Sigma is embedded with lean management [16],
supply chain [13], design [69], and various other process im-
provement approaches to achieve synergized benefits.

2.1. DMAIC – Six Sigma Problem Solving Strategy

In Six Sigma, problems are solved following the 5-step prob-
lem solving strategy DMAIC (Define, Measure, Analyze, Im-
prove, Control) proposed by “the father of Six Sigma,” Bill
Smith [17]. It is an effective process improvement cycle for
structured solution development. The 5-step strategy is as fol-
lows:

• Define is the first step, where the problem is selected and
its potential benefits assessed. This stage includes vari-
ous activities, such as team members selection, project
charter development, scope and goal identification, prob-
lem statement, business case development, bottom line
impact estimation, and project schedule preparation.

• Measure is the second step, in which the problem is
translated into a measurable form, and measurements of
the process are taken. Activities in this step include: data
collection chart creation, current level of process perfor-
mance assessment, and quality cost calculation.

• Analyze is the third step, where the Critical To Qual-
ity (CTQ) influencing factors and causes are identified.
These potential root causes are determined through a
cause-and-effect matrix.

• Improve consists of designing and implementing adjust-
ments to the process to improve the performance of the
CTQs. The main goal of this step is to develop the prob-
lem solution. Intense experimentations are performed to
statistically validate solutions and the cause-and-effect
relationships previously hypothesized in the matrix.

• Control consists of the empirical verification of the
project’s results. The objective is to ensure that the so-
lution created in the Improve phase is well-implemented

and maintained. Moreover, the opportunity of replicating
the solution to other processes is also evaluated.

2.2. Belt Color Convention – Six Sigma Mastery Levels

The belt color has its roots in the realm of martial arts
(Karate). This naming convention is used to describe a level
of mastery of Six Sigma and it is obtained through a certifica-
tion process. The most common levels are Green, Black, and
Master Black Belts. Certified people conduct projects and im-
plement improvements at different levels, depending on their
respective belt color. In descending order of responsibilities:

• Master Black Belt: Trains and coaches Black Belts and
Green Belts. Functions more at the Six Sigma program
level by developing key metrics and the strategic direc-
tion. Acts as an organization’s Six Sigma technologist and
internal consultant.

• Black Belt: Leads problem-solving projects. Trains and
coaches project teams.

• Green Belt: Assists with data collection and analysis for
Black Belt projects.

The American Society for Quality (ASQ) offers external cer-
tifications in the different belt levels. In each certification, the
candidate is required to pass a written examination that con-
sists of multiple-choice questions that measure comprehension
of the body of knowledge [4].

2.2.1. Six Sigma in the Age of Big Data
Quality 4.0 is the next natural step in the evolution of qual-

ity, as the Six Sigma paradigm based on traditional statistics
is not designed to efficiently/effectively address the challenges
posed to IBD [61]. Statistics draws population inferences from
a sample. It focuses on analyzing and summarizing experimen-
tal data under assumptions and it is more suited for processing
lesser amounts of linear, repeatable data derived from systems
where relationships are relatively stable [10]. Whereas Ma-
chine Learning Algorithms (MLA) automatically learn predic-
tive patterns from huge data sets. They learn from observational
data, complex non-linear patterns that usually exist in hyper-
dimensional spaces, without assumptions or a predefined model
form. To cope with the big volumes of data, MLA have embed-
ded computational efficiency concepts to enable computational
feasibility, e.g., stochastic gradient descent [18], XGBoost [11].
Machine learning programs usually improve with more data,
and they are intrinsically designed to automatically learn dy-
namic relationships e.g., new trends, patterns, or sources of
variations. But, this come at the expense of explain-ability [57],
as they are considered black boxes with little interpret-ability or
understandability capacity. Both paradigms (traditional statis-
tics and machine larning) are complementary, therefore, quality
engineers need to combine them in a way that plays to each of
their strengths.

According to Montgomery [44], quality professionals need
to learn computer science skills and data mining techniques to
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thrive within Industry 4.0. While it is clear that MLA can deal
more effectively with the volume and complexity posed by big
data, there is still little research or documentation aimed at cre-
ating guidelines for integrating big data with Six Sigma [2]. Re-
cently, leading academic and research scholars have turned their
attention towards addressing this research gap.

3. Process Monitoring for Quality – a Quality 4.0 Initiative

In the context of Industry 4.0, PMQ [1] is a Quality 4.0 ini-
tiative that systematically guides the application of AI to IBD to
generate value, Fig. 2. It is a blend of Process Monitoring (PM)
and Quality Control (QC) (Fig. 3) aimed at real-time defect de-
tection and empirical knowledge discovery, where detection is
formulated as a binary classification problem. PMQ is founded
on Big Models (BM) [19], a predictive modeling paradigm that
applies machine learning, statistics, and optimization to process
data to develop the classifier, Fig. 4. Data mining –empirical–
results help to identify the driving features of the system and un-
cover hidden patterns. This information is further investigated
by domain knowledge experts to generate a new set of hypothe-
ses that are tested by experimental means, i.e., design of ex-
periments. Discovered information is used to augment human
troubleshooting and guide process redesign and improvement.
Fig. 5 shows the conceptual framework of PMQ.

PMQ

Quality 4.0

Industry 4.0

Fig. 2: PMQ in the context of Industry 4.0 [24].

PMQPM QC

Fig. 3: Process monitoring for quality [1].

In the era of Industry 4.0, quality benchmarks are very
high. However, although most manufacturing processes gener-
ate only a few Defects Per Million of Opportunities (DPMO),
customers expect perfect quality. A single warranty event can
significantly impact the company’s reputation. Therefore, rare
quality event detection is one of the most relevant challenges
addressed by PMQ. The BM learning paradigm is founded on

Industrial
Big Data

computationdata

analysis

machine
learning

optimization

Big
Models

statistics

Fig. 4: Industrial big data big models concept [1].

Artificial 
Intelligence

Feature 
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Machine 
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algorithms
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Redesigning and improving

Monitoring and controlling

Process

Fig. 5: PMQ conceptual framework.

ad hoc learning methods to effectively analyze these data struc-
tures.

3.1. Binary Classification of Quality

In a binary classification of quality problem, a positive result
refers to a defective item, and a negative result refers to a good
quality item, Formulation 1.

Labeli =
{ 1 if ith item is defective (+)

0 if ith item is good (–) (1)

The confusion matrix [29] is a table used to summarize the
predictive performance of a classifier, Table 1. The TP is a de-
fective item correctly classified, the FP is a good quality item
classified as defective. The TN is a good quality item correctly
classified, whereas the FN is a defective item not detected. The
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type-I (α) error refers to the FP rate, and the type-II (β) error
describes the FN rate (i.e., missing rate). In this context, β is the
probability that a defective item will be missed by the classifier.

Table 1: Confusion matrix.

Predicted good Predicted defective
Good item True Negative (TN) False Positive (FP)
Defective item False Negative (FN) True Positive (TP)

3.2. Applications

Though quality inspections are widely practiced before, dur-
ing, and after production, they still highly rely on human capa-
bilities. According to a recent survey, almost half of the respon-
dents claimed that their inspections were mostly manual (i.e.,
less than 10% automated) [8]. PMQ proposes to use real-time
process data to automatically monitor and control the processes,
i.e., identify and eliminate defects.

This application has the desirable characteristics of a ma-
chine learning project. The basic objective is to learn a repeti-
tive, simple mental concept performed by inspectors, where the
task is formulated as a binary classification problem.

To demonstrate how PMQ advances the state of the art of
quality, three traditional QC scenarios without AI are analyzed
in Fig. 6. Then, their counterparts are presented in Fig. 7.

A typical manufacturing process generates only a few
DPMO, Fig. 6. The majority of these defects are detected
(TP) by either a manual/visual inspection, Fig. 6(a) or by a
SPC/SQC system, Fig. 6(b). Detected defects are removed from
the value-adding process for a second evaluation, where they
are finally either reworked or scrapped. Since neither inspec-
tion approaches are 100% reliable[55, 68], they can commit FP
(i.e., call a good item defective) and FN (i.e., call a defective
item good) errors. Whereas FP create the hidden factory effect
by reducing the efficiency of the process, FN should always be
avoided.

In extreme cases, Fig. 6(c), time-to-market pressures may
compel a new process to be developed and launched even be-
fore it is totally understood from a physics perspective. Even
if a new SPC/SQC model/system is developed or a pre-existing
model or system is used, it may not be feasible to measure its
quality characteristics (variables) within the time constraints of
the cycle time. In these intractable or infeasible cases, the prod-
uct is launched at a high risk for the manufacturing company.

The BM learning paradigm is applied to design a classifier
with high defect detection capacity to be deployed at the plant,
e.g., final model, Fig. 7. This data-driven method is applied to
eliminate manual or visual inspections, as well as to develop an
empirical-based QC system for the intractable and unfeasible
cases, Fig. 7(a).

In a process statistically under control, PMQ is applied to
detect those few DPMO (FN) not detected by the SPC/SQC
system to enable the creation of virtually defect-free processes
through perfect detection [22], Fig. 7(b). A full analysis of the
PMQ applications in [24, 27].
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Fig. 6: Traditional quality control scenarios.

4. The Problem Solving Strategy

IADLPRR–Identify, Acsensorize, Discover, Learn, Predict,
Redesign, Relearn– is the PMQ’s signature framework for value
creation Fig. 8. This 7-step problem solving strategy systemat-
ically drives innovation, process control, and improvement. It
helps to identify and select high value projects that can be for-
mulated as machine learning problems with a high likelihood
of success. For illustrative and numerical applications of these
steps refer to [1, 19, 22–27].
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Fig. 7: PMQ applications.

4.1. Identify

Project selection is the main goal of this step. The success
of a Quality 4.0 project relies primarily on the ability of man-
agement to identify and select high value/impact projects with
a high likelihood of success. Including “quick win” projects is
also important to develop momentum and create trust around
the new technologies.

The hype and success stories surrounding AI has generated
interest from quality leaders in deploying an AI initiative. But
according to recent surveys, 80-87% of projects never make
it into production [52, 58]. Improper project selection is the
primary cause of this discouraging statistic, as many of these
projects are ill-conditioned from the launch.

To address this challenge, an ad hoc approach was devel-
oped: a weighted project decision matrix for Quality 4.0 based
on 18 questions. To access these questions, readers are referred
to [24]. This approach evaluates many aspects of the potential
projects (value, feasibility, availability of data, strategy, exper-
tise, and time) to develop a prioritized portfolio. This activity
should be led by the Master Black Belt in collaboration with
a cross-functional team with the domain knowledge of the ap-

plication, to ensure Black and Green Belts are working on the
right projects.

4.2. Acsensorize

To generate the capability of observing the process is the
main goal of this step. PMQ proposes to acsensorize1 (i.e., ob-
serve) the system to generate the raw empirical data. The level
of difficulty in the Identify phase in Figure 8 is also influenced
by the availability and observability of data. Assessment entails
enlisting all the available data streams that an existing process
(MRL ≥ 5) may have, or is possible to have, for a process that
has not yet been deployed (MRL < 5). Sensors could pertain to
a specific stage in a manufacturing process, or the process in its
entirety. In either scenario, sensors should cover various sensing
modalities and aspects with minimum, but non-zero, overlap to
ensure some redundancy.

Sensors add complexity, computational, and archival burden
on the system. It’s thus imperative to make a judicious choice of
sensors. Some observable physical parameters like dimension,
current, voltage, temperature, pressure, etc. could be sensed
directly. Non-observable parameters could be inferred from a
combination of observable ones, as in soft sensors [28]. The
best sensors and inference methods are the ones that have max-
imum separation between signal and noise subspaces and con-
tain sufficient discriminative capacity.

Data collected could be streamed wirelessly if the band-
width requirement is low enough. A true wireless sensor how-
ever, is the one that either has onboard energy source or
could harvest energy. Once collected, data should be commu-
nicated using non-proprietary standard protocols. Every equip-
ment and transducer manufacturer today has their own method
of choice, which makes it nearly impossible for the customer
to integrate equipments from various vendors. To avoid this,
it is strongly recommended to store data in standard architec-
tures in databases and open format binary files. Note, non-
proprietary and open formats should not be confused with un-
encrypted/unsecured.

4.3. Discover

Feature creation and data labeling are the main goals of this
step. Feature engineering is one of the most important steps for
machine learning. Features are low dimensional representations
of data [12]. Their origins are traced back to a data set in which
the readings are usually vertically and horizontally fragmented.
Then, features are extracted and transformed into a vertical rep-
resentation to create the matrix with the training set, Fig. 9.

For the time-series domain with one measured parameter,
features are based on statistical moments, amplitude, and en-
tropy. For the frequency domain, the most important features

1 Act of adding a multitude of dissimilar sensors, generally of a variety of
sensing modalities, to an existing system that may or may not already have
sensors. Acsensorizing plays a significant role in big data research and machine
learning.
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Fig. 8: Comprehensive problem solving strategy for Quality 4.0.
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Fig. 9: Feature creation example for time series data [12]

are based on the power spectrum, spectral information, and en-
tropy. For the combination of time-frequency domain, features
are based on energy, instantaneous frequency, and entropy, sta-
tistical equations in [12]. For image processing, shape, color,
and texture are good descriptors [48].

Data labeling is the process of assigning classes to each sam-
ple so that MLA can learn from it. Usually human intelligence is
required to label the data. The combination of the features and
labels generates the learning data set, Fig. 10.

Sample Feature1 Feature2 Feature3 . . . Featuren Label
1 -0.57 -0.88 -1 -0.86 -0.51 -1.01 -1.03 0
2 0.17 0.17 0.25 0.03 0.67 0.39 0.09 1
3 1.11 1.26 1.1 1.31 1.42 1.17 1.15 0
. 0.24 0.18 0.3 0.36 0.32 0.55 0.22 0
. -1.56 -1.15 -.33 -1.52 -1.34 -1.27 -1.24 1
. -1.73 -1.56 -1.47 -1.52 -1.55 -1.44 -1.37 0
m -0.41 -0.5 -0.52 -0.14 -0.46 -0.33 -0.23 1

Fig. 10: Learning data

4.4. Learn

Classifier development is the main goal of this step. The clas-
sifier uses real-time observational data to virtually project each
manufactured item into a hyper-dimensional space where those
rare quality events can be detected. Manufacturing systems are

dynamic and complex entities that pose specific challenges that
must be understood and addressed from a technical perspec-
tive. General insights from other domains where prediction is
the main goal (e.g., Netflix recommendation system) tend not
to effectively transfer into manufacturing.

Manufacturing-derived data for binary classification of qual-
ity poses the following challenges: (1) hyper-dimensional
feature spaces, including relevant, irrelevant, trivial, and re-
dundant, (2) highly/ultra unbalanced (minority/defective class
count < 1%), (3) mix of numerical and categorical variables
(i.e., nominal, ordinal or dichotomous), (4) different engineer-
ing scales, (5) incomplete data sets, and (6) time-dependency.
To effectively address these challenges, this section is bro-
ken down into three sub-activities majorly performed in a lab-
environment: (1) preprocessing, (2) classifier development, and
(3) deployment challenges.

4.4.1. Preprocessing
After feature creation, preprocessing is the next step for data

cleaning and improving. After the preprocessing, the training
set is obtained and presented to the MLA. This section provides
an overview of the general steps and tools used for this purpose.

• Exploratory data analysis, class distribution analy-
sis [40], feature distribution and pairwise analysis [50],
and outlier identification [41] help to develop an effec-
tive data set and learning strategy.

• Transformation of numerical data, since most MLA
work internally with numerical data, it is important to
develop a strategy to deal with categorical variables [66]
(i.e., encode them in a numeric form). For binary fea-
tures, it is recommended to use effect coding (-1 and
1) instead of dummy coding (0 and 1) [54]. Moreover,
since features tend to have different engineering scales, it
is important to normalize or standardize the data before
presenting it to the algorithm. Feature scaling generally
speeds up learning and leads to faster convergence [36].
More insights about when to normalize or standardize
can be found in [38, 43].

• Missing records analysis, it is important to understand
the missing data mechanism to effectively deal with the
missing data. Deleting rows or columns with missing

7
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Table 2: Characteristics of the MLA

Index MLA Linear Nonlinear Parametric Nonparametric Stable Unstable Gen Dis
1 SVM � � � �
2 LR � � � �
3 NB �* � � �
4 KNN � � � �
5 ANN � �** � �
6 SVM(RBF) � � � � �
7 RF � � � �
8 RUSBoost � � � �

* with numeric features
** with a set of parameters of fixed size
Gen: Generative
Dis: Discriminative.

data is a widely used approach. This method is not ad-
vised unless the proportion of eliminated records is very
small (<5%) [37]. Imputing the missing records is a bet-
ter approach, this statistical technique refers to the pro-
cess of replacing missing data with guessed/estimated
values. Although imputation can be applied to preserve
all samples, it relies on specific assumptions often un-
realistic which can potentially bias results. A review of
imputation methods can be found in [6, 37, 51]. Finally,
permuting the rows and columns to maximize the infor-
mation is a different approach [20]. This method does not
induce any bias to the data set.

• Feature selection, eliminating irrelevant and redundant
features improves generalization, eases data collection
and information extraction, reduces computing times and
the effect of dimensionality [33, 47, 56, 62, 67, 70]. At
this stage, filter methods are applied for this task. For
highly/ultra unbalanced data containing only numerical
features, this separability index-based feature selection
method shows superior performance [21].

4.4.2. Classifier Development
To induce information extraction and engineering model

trust, the BM learning paradigm is founded on the principle of
parsimony [9]. Since there is no a priori distinction between
MLA [65], eight common and diverse MLA are proposed2, Ta-
ble 2. Due to the high conformance rate in manufacturing, bi-
nary classification of quality data sets tend to be highly/ultra un-
balanced. To address this challenge the MPCD is used to evalu-
ate classification performance and MLA hyperparameter tuning.
Due to the time effect, models are usually validated following
a time-ordered hold-out scheme. The training set is partitioned
in training, test, and holdout sets, where the latest set is used to
emulate deployment performance and compare it to the learn-
ing targets to demonstrate feasibility.

2 Authors acknowledge that some algorithms can change their taxonomy
(e.g., from parametric to non-parametric) depending upon their definition.

4.4.3. Deployment Challenges
In-lab solutions tend to be an overoptimistic representation

of predictive system capabilities, since lab data is generated un-
der highly controlled conditions. These conditions are likely not
entirely representative of the plant environment. Moreover, the
data snooping effect should be considered, as the MLA are very
powerful and can over-fit (i.e., learn spurious patterns [9]) the
training data, which would result in a low generalization perfor-
mance. For this reason, lab-generated data is useful for develop-
ing proof-of-concept models. Pilot runs are required to obtain
an unbiased generalization performance.

4.5. Predict

Prediction optimization is the main objective of this step.
Once a diverse group of classifiers has been developed, the next
natural step is to explore different combination schemes to im-
prove prediction. A Multiple Classifier System (MCS) is a pow-
erful solution to difficult pattern recognition problems, as they
usually outperform the best individual classifier [14]. To design
a MCS, an appropriate fusion method is required to combine the
individual classifier outputs optimally to determine the final de-
cision (classification). An ad hoc MPCD prediction optimiza-
tion algorithm is presented in [23]. It addresses four specific
questions: (1) which classifiers should be included? (2) how
should their predictions (labels) be combined? (3) which fit-
ness function should be optimized? and (4) which optimization
solver should be used?.

4.6. Redesign

Empirical knowledge discovery is the main goal of this step.
Data mining results are presented to the engineering team for
analysis and interpretation. These empirical studies can pro-
vide rich, deep contextual data valuable at understanding a phe-
nomenon, but cannot be generalized to establish prevalence of
the underlying physics of the system. To do so, experimen-
tal data must be generated. Therefore, extracted information is
used to generate useful hypotheses about possible connections
between the features and the quality of the product. Then, sta-
tistical analyses (e.g., randomized experiments) can be devised

8
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to establish causality to augment root-cause analyses and to find
optimal parameters to redesign the process. More insights about
this concept in [24] and a real case study in [22].

4.7. Relearn

Relearning strategy development is the main goal of this
step. Developing an in-lab model with the capacity to predict
well the items in the test set and satisfy the learning targets for
the project, is only the beginning since the model will usually
degrade after deployment.

In machine learning, the concept of drift [63, 64] embodies
the fact that the statistical distributions of the classes of which
the model is trying to predict, change over time in unforeseen
ways. This poses difficulties, as the predictive models assume
a static relationship between input and output variables. This
static assumption is rarely satisfied in manufacturing. The tran-
sient and novel sources of variations cause manufacturing sys-
tems to exhibit non-stationary data distributions. Consequently,
the prediction capability of a trained model tends to signifi-
cantly degrade overtime.

In Fig. 11(a), a real situation is presented, in which the model
exhibited less than 1.5% of α error (target set by the plant) in the
test set (lab environment) to satisfy the defect detection goals
(β < 5%) of the project. Immediately after deployment, the α
error increased to 1.78%. A few days later, the α increased to
4%, an unacceptable FP rate for the plant. Although this model
exhibited good prediction ability and made it into production,
it was not a sustainable solution, and therefore, never created
value.

The main goal of relearning, is to keep the predictive sys-
tem in compliance with the restrictions set by the plant (α er-
ror), Fig. 11(b), and the detection goals (β error). This is ac-
complished by ensuring that the algorithm is learning the new
statistical properties of both classes (good, defective). Contin-
ual learning or auto-adaptive learning is a fundamental concept
in AI that describes how the algorithms should autonomously
learn and adapt in production as new data with new patterns
comes in. A relearning scheme should include the following
four components:

(1) Learning strategy, (2) Relearning data set, (3) Relearn-
ing schedule, and (4) Monitoring system. The full relearning
scheme and insights presented in [24].

Figure 12 describes the online deployment and offline re-
learning concept. As described in this image, on deployment,
the predictive system uses the process data to monitor quality. If
a defective item is detected, it is sent to the rework/re-evaluation
station for a more detailed inspection. On the other hand, the of-
fline learning concept refers to the relearning schedule, which
can occur, for example, between shifts or every night. The
relearning procedure follows the learning strategy previously
defined–in the lab–by the data science team. The data gener-
ated from the rework/re-evaluation station along with the new
process-data generated during deployment is used to generate
the relearning data set. This strategy includes the ad hoc ana-
lytical tools for feature creation, model creation, and classifier
fusion.
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Fig. 11: Error analysis after deployment [24].
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Fig. 12: Online deployment and offline learning framework.

5. Green, Black and Master Black Belt Certifications in
Quality 4.0

Quality 4.0 is built on the statistical and managerial foun-
dations of the previous philosophies. It also follows a problem
solving paradigm that systematically drives innovation and im-
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provement. However, the new curriculum is not only based on
traditional statistics, it has been updated with machine learning,
optimization, and computer programming.

Following the Six Sigma original color-convention, three dif-
ferent levels of competencies for Quality 4.0 certifications are
identified: Green, Black and Master Black Belts. Each color re-
quires different levels of knowledge, education, and experience
as described in Table 3. The curricula focuses on training engi-
neers, managers, and directors in PMQ, or broadly speaking, in
how to generate value out of IBD and AI.

5.1. Green Belt Requirements

The Green Belt certificate holder must have a bachelor’s de-
gree in Science, Technology, Engineering or Math (STEM) with
at least one year of experience as a data scientist. This scien-
tist should understand the meaning and implications of the 10
V’s of IBD [1, 30, 60]. They must know how to create features
out of signals or images. They also must understand how to use
and apply preprocessing techniques to effectively deal with in-
complete data sets and different engineering scales. Green Belts
must also demonstrate an understanding of basic machine learn-
ing theory, including: model validation and feature selection
methods, bias-variance tradeoff, and generalization evaluation
metrics. They must be able to train the nine MLA proposed by-
and following the- BM learning paradigm. They also must have
the ability to write the basic code to run these analyses and un-
derstand each of the seven steps of the problem solving strat-
egy to partially contribute in the full solution cycle. They must
document a project to demonstrate their ability to successfully
apply at least three steps of the problem solving strategy. Data
generation and initial feasibility analyses are performed by a
Green Belt.

5.2. Black Belt Requirements

Black Belts are tech-savvy with the capacity to develop –in
collaboration with a cross functional team– a sustainable solu-
tion from scratch. In addition to the Green Belt requirements,
Black Belts should understand the learning curves to guide the
generation of data either to generate more data, or more fea-
tures, or both. They must be able to optimize prediction through
a decision combination scheme. They should be proficient in
writing the deployment code–learning, relearning. Black Belts
must be able to identify the driving features of the system to
guide process redesign/optimization and augment human intel-
ligence (i.e., trouble-shooting processes). They must have at
least two years of experience as data scientists and document
the application of the seven steps of the problem solving the-
ory.

5.3. Master Black Belt Requirements

Master Black Belts serve as mentors of cross-functional
teams guided by the Black Belt and act as a bridge between
Black Belts and organization management. They are the leaders
of the Identify stage, so they ensure the data science teams are
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working on high impact/value projects with high likelihood of
success. Master Black Belts must have the ability to write new
algorithms and libraries to customize the solutions. To demon-
strate this skill, one peer-reviewed paper must be published in
AI, IBD or Quality 4.0 domain3. A Master Black Belt must have
at least three years of experience and hold Green and Black
Belts.

6. Conclusions

Two decades ago, GE’s introduction of the Six Sigma
program, pioneered the philosophy of quality in mass-
manufactured products. Today, Six Sigma Black Belts are solv-
ing complex problems across all business functional areas.
While the Six Sigma philosophy is still necessary, it cannot ef-
ficiently/effectively address some of the challenges posed by
industrial big data. Quality 4.0 is the next natural step in the
evolution of quality, which uses Six Sigma principles in con-
junction with big data methods. Strategically investing in Qual-
ity 4.0 training approaches is highly recommended for manu-
facturing companies to maintain competitiveness.

This paper presents a Quality 4.0 initiative and a certifica-
tion program for quality/manufacturing engineers, managers,
and directors. The proposed curriculum combines six areas
of knowledge (statistics, quality, manufacturing, programming,
learning, optimization) and a 7-step problem solving strategy
that must be mastered to obtain a certification.

Following the Six Sigma original color-convention, three dif-
ferent levels of competencies for Quality 4.0 certifications are
proposed: Green, Black and Master Black Belts. Each color re-
quires different levels of knowledge, education and experience.

Certified professionals in this initiative will be able to take
the lead in deploying a Quality 4.0 initiative. They will have
the capacity to identify engineering intractable problems that
can be formulated as machine learning–binary classification–
problems and successfully solve them.

From a career growth perspective, obtaining a Black or a
Master Black Belt certification, is an efficient and effective way
to advance to new professional levels.

Similar to the adoption of Six Sigma at GE two decades ago,
early adopters of Quality 4.0 will join the circle of the most
influential manufacturing companies in the world and position
themselves for success. This paper offers a vision of how to
launch a Quality 4.0 initiative.

A final consideration with respect to deep learning is worth
mentioning. Since most of today’s problems can be more ef-
fectively solved by simple machine learning algorithms rather
than deep learning [7], the problem solving strategy is based
on machine learning. Therefore, if a problem is more suitable
for deep learning, not all steps must be applied. For example,
the discover step is embedded in the deep learning architecture;
however, the fundamental concepts of the Quality 4.0 paradigm
remain the same.

3 This publication does not necessarily need to include the seven steps of the
problem solving strategy, since that is a Black Belt requirement
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